74
°8o

- O X

Antiphishing

g e

WWW.hispasec.com




SERVICES

The antiphishing services of Hispasec Sistemas make possible to reduce to a minimum the impact and
probability that the clients of your portfolio might be attacked or cheated by organized crime networks
specialized in online fraud.

These services allow to control in both a proactive and reactive way any fraud attempt that might affect
your clients. These services are conceived mainly for banking entities and for e-commerce portals. These
services include the implementation of a 24x7 customer service hot line for technical assistance for the

surveillance of fraud incidents.
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Customized Identifyng
Countermeasures « ’» attackers

24x7 Surveillance Service.
Monitoring of suspect domain names.

Communication with authorities and providers of the services involved in the attack.
Study of previous cases.

Obtaining origin data through audits.
Study of geographic factors of the phishing sources.
Analysis of platforms used in the attacks.

Comprehensive analysis of the afttacker’s profile.
Study of the effectiveness of possible countermeasures.
Optimized application of countermeasures.

Trend analysis based on our experience.
Tracking of official fraud prevention sources regarding phishing.

NEEDS
Your clients need to trust you.

Frauds in general and especially phishing attacks are cause of mistrust of your clients. This lost of trust
might imply image degradation of your company towards your clients and the potential customers of
your services. We consider that it is the right time to undertake some measures.
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STATISTICS

DAILY PHISHING THREATS ( YEAR 2008 )
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HISPASEC’S PHISHING TAKEDOWN AVERAGE TIME ( YEAR 2008)
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STATISTICS

DETECTED PHISHING THREATS WORLDWIDE IN THE LAST MONTHS ( YEAR 2008 )
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Between 8,000 and 10,000 new daily Phishing threats have been detected in 2008

Hispasec Sistemas offers a designed planning of customized strategies for reduction of vulnerabilities
and prevention of incidents aiming to improve the reaction against this kind of attacks.

Full Anti-Fraud service

Hispasec offers Full Anti-Fraud service, a 24x7 protection including AntiPhishing and AntiTrojans
services along with optional tools like LogSecurityInspector or access to the abuse mailbox. With the
aim to improve the security feeling and protection of our clients in its defense against Internet Fraud,
we are proud to say that our response and takedown times are excellent.

All of our services are deployed respecting privacy and data protection standards, and are sustained over
the accumulated knowledge that Hispasec has about the typical behaviour of Malware creators.
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Hispasec Sistemas S.L.

Parque Tecnologico de Andalucia
Avda Juan Lépez Penalver 17

29590 Campanillas ( Malaga )

Telf: (+34) 902 161 025
Fax: (+34) 952 028 694

General Information
contact@hispasec.com

Commercial Department
sales@hispasec.com
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