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S . A . N . A .
documents an 

average of 15 IT 
security incidents

per day 

ANALYSYS, NOTIFICATION, AND ALERT SERVICE

SANA (Analysis, Notification, and Alert Service) is a complete real-time information system 
designed to fully meet the data protection needs of professionals and businesses alike.

SANA was designed by the Hispasec Sistemas team of specialists, who have extensive and proven 
experience in this sector. It provides information on data protection, customized according to each client’s 
profile. Thus, SANA users will receive real-time information about new computer  vulnerabilities that 
may affect their systems, as well as preventive measures and/or patches to correct them.

Our staff at Hispasec Sistemas will regularly publish checklists, analyses, technical reports and a wide 
range of documentation on the computer platforms covered by SANA membership. Finally, this process 
comes full circle with the daily compilation and notification of news, articles, and reports on the data 
protection sector that match our clients’ profiles and interests.

Upon subscribing to SANA, our clients will gain access to the following:

Daily e-mails, one for every alert. These messages are fully customized. Only news relevant to the client?s 
profile would be received. Alert monitoring and notification take place in real time, 24 hours a day, 7 
days a week. Customization ensures that only specific, properly qualified, high quality information is 
received.

Monthly summary message, with a monthly history of alerts matching the client ś profile.

Access to a web interface where the latest vulnerabilities, status of viruses and their spread, and news on 
the data security sector can be looked up. Moreover, through this interface, our clients can check historical 
data, perform advanced searches by product(s), obtain analysis stats and graphs, and access a wide variety 
of additional information resources. Notification services can be configured in this interface: different 
e-mail addresses can be designated to receive our alerts, and different cell phone numbers can be indicated 
for notification of the most critical alerts. This enables our clients to respond efficiently to serious events 
by assigning responsibilities for different alerts (especially useful when several people are involved in 
security).
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VIRUS TOTAL

The biggest public Anti-Virus on the Internet

VirusTotal.com is a detection service for viruses, worms and every type of malware in general, which 
allows to analyze data from many different anti-virus engines. Any User is allowed to send suspicious 
data and obtains a free analysis with a detailed result in form of a written report.

Developed by Hispasec Sisytemas, VirusTotal contains the following Anti-Virus Engines: AhnLab (V3), 
Aladdin (eSafe), ALWIL (Avast! Antivirus), Authentium (Command Antivirus), Avira (AntiVir), Bit9 
(FileAdvisor), Cat Computer Services (Quick Heal), ClamAV(ClamAV), Doctor Web, Ltd. (DrWeb), Eset 
Software (NOD32), ewido networks (ewido anti-malware), Fortinet (Fortinet), FRISK Software (F-Prot), 
F-Secure (F-Secure), Grisoft (AVG), Hacksoft (The Hacker), Ikarus Software (Ikarus), Kaspersky Lab 
(AVP), McAfee (VirusScan),Microsoft (Malware Protection), Norman (Norman Antivirus), Panda 
Software (Panda Platinum), Prevx (Prevx1), Secure Computing (Webwasher), Softwin (BitDefender), 
Sophos (SAV), Sunbelt Software (Antivirus), Symantec (Norton Antivirus), UNA Corp (UNA), 
VirusBlokAda (VBA32), VirusBuster (VirusBuster).

Additionally to these Engines, Hispasec works continuously 
in cooperation with Anti-Virus companies to increase the 
number of Engines used by Virustotal.

On our web homepage the users are able to access an analysis 
form for global real-time statistics regarding incidents 
and can obtain detailed descriptions and information of 
malware in general.

In addition, users are able to send emails containing 
suspicious data to Virustotal via the web homepage or send 
them directly to scan@virustotal.com with the subject 
SCAN. Depending on the actual load of our service, the 
users will receive directly a detailed report of the analysis 
in their mailbox.

ANTIPHISHING SERVICES

The antiphishing services of Hispasec Sistemas make possible to reduce to a minimum the impact and 
probability that the clients of your portfolio might be attacked or cheated by organized crime networks 
specialized in online fraud.

These services allow to control in both a proactive and reactive way any fraud attempt that might affect 
your clients. These services are conceived mainly for banking entities and for e-commerce portals. 

These services include the implementation of a 24x7 customer service hot line for technical assistance for 
the surveillance of fraud incidents.

Phases:

- 24x7 Surveillance Service. Monitoring of suspect domain names.

- Communication with authorities and providers of the services involved in the attack. Study of previous 
cases.

- Obtaining origin data through audits. Study of geographic factors of the phishing sources. Analysis of 
platforms used in the attacks.

- Comprehensive analysis of the attacker’s profile. Study of the effectiveness of possible countermeasures. 
Optimized application of countermeasures.

- Trend analysis based on our experience. Tracking of official fraud prevention sources regarding 
phishing.
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DAILY PHISHING THREATS ( YEAR 2008 )

EVOLUTION OF BANKING MALWARE AND TROJANS
( evolution in the last twelve months )

ANTIPHISHING SERVICES

ANTITROJANS SERVICES

The attacks of phishing are evolving more and more towards refined and effective techniques, emphasizing 
among them the types and number of banking trojans are growing. This type of malware is created and 
designed to especially to capture banking credentials that allow to have access to clients assets.

Our Lab at Hispasec Sistemas receives over 100 different samples of new banking trojans daily, all 
of them with a common purpose: to steal users access data for online banking. All these samples are 
analyzed and monitored in order to detect affected banking institutions, compromised servers, etc.
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