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1. Introduccion
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AntiVir
Avast

AVG
BitDefender
QuickHeal
eSafe
F-Secure
Fortinet
GData
lkarus
Kaspersky
McAfee
NOD32v2
Panda
Prevxl
Sophos
Sunbelt
Symantec
TheHacker
TrendMicro
VBA32
VirusBuster
Webwasher
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Worm/GetCodec.A

Win32:Trojan-gen {Other}
Downloader.Generic7.YJK
Trojan.Downloader.GetCodec.B
Worm.GetCodec.a
Suspicious File
Worm.Win32.GetCodec.a
PossibleThreat
Worm.Win32.GetCodec.a
Worm.Win32.GetCodec.a
Worm.Win32.GetCodec.a
W32/GetCodec.a
Win32/TrojanDownloader.Small.OCY
Suspicious file

Cloaked Malware
W32/GetCodec-A
Worm.Win32.GetCodec.a
Trojan.Brisv.A
W32/GetCodec.a
PAK_Generic.001
Worm.Win32.GetCodec.a
Worm.GetCodec.A
Win32.Trojan.ASF.Hijacker.A
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2. Analisis de la muestra

6
%>?6 @ ?=A @ BA CDBBB?@
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9GG %
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BNW #= |
Main proc near
Call Colnitialize
|
¥ A
EE NI EEN L 35 =]
CoInitialize failed
loc 482187 :
lea ecx, [esp+4Bh+this]
call Initialization_and BasicCheck
lea ecx, [esp+ibh+var_38]
moy [esp+48h+yvar_4], @
call Set_HMutex
test al, al
jnz short loc_h@821CH

ecx, [esp+4bBh+this]
call Modify Winamp Conf

lea ecx, [esp+4Bh+this]

call Modify WHP Conf

lea ecx, [esp+adh+this]

call Search_and Infection Mechanism
BN HE |
ColUnipitialize

) * 6
countOfScanedEntities 10h 0

malware_installed 14h 1 (first malware execution 0)
countOFscanedFiles 18h 0

countOFinfectedFiles 1Ch 0

hundretOfScanedFiles 20h 0

prot_data 24h addr

tempFilePath 28h addr (TempPath)




| thread_priority 2Ch 0

90% 6

Initialization_and_BasicCheck (Inicializaciéon y comprobacion basica)
Set_Mutex (Fijar mutex)

Modify_Winamp_Conf (Modificar Configuracion de Winamp)
Modify_WMP_Conf (Modificar Configuracion WMP)

Search_and_Infection_Mechanism (Mecanismo de busqueda e infeccidn)

Los siguientes epigrafes trataran de explicar el propoésito y funcionamiento de cada una de
estas rutinas con el fin de comprender que pasos se siguen para infectar la maquina victima.

2.1. Rutina de inicializacion y comprobacion basica

) <

HKEY_CURRENT_USER\SOFTWARE\Microsoft\PIMSRV

H 7 ;
push ecx ; phkResult
push 2801%9h ; samDesired
push 8 ; ulDptions
moy edx, [ebp+1lp3ubKey]
push edx 5 lpSubKey

push HKEY_CURRENT_USER ; hKey

call ReglpenkeyExW ; SOFTWAREMA\Microsoft\\PIMSRU
test eax, eax

jnz short loc_4828D4

eax, [ebp+chData]
eax ;
ecx, [ebp+lplata]
BCX ; lpbata
edx, [ebp+Type]

edx 1pType
a ; lpReserved|
eax, [ebp+prot]

eax ; Prot
ecx, [ebp+hKey]

ecx ; hKey
RegljuerylalueExy

eax, eax

short loc_ 4B828D4

-
¥
’ZﬂHu.L BN

lpcbbata

nov [ebp+key available], 1
jmp short loc_ 4828DB loc_L4B28D4:
nov [ebp+key auvailable], 6f

Yy
BN %E

RegCloseKey

BN FHE

return




7 ; B6

.text:004011E9 call isMalwarelnstalled
.text:004011EE movzx ecx, al

.text:004011F1 test ecx, ecx

.text:004011F3 jnz  short malware_was_executed
.text:004011F5 mov  edx, [ebp+this]

.text:004011F8 mov  [edx+malware_installed], O ; set_to_false
- < 3/
(7 I ; 7 #$S$;
.text:004011FC push 5000h ; dwBytes

.text:00401201 call operator new(uint)
.text:00401206 add esp,4

.text:00401209 mov  [ebp+aloc_heap?], eax
.text:0040120C mov  eax, [ebp+this]
.text:0040120F mov  ecx, [ebp+aloc_heap?2]
.text:00401212 mov  [eax+tempPath], ecx
.text:00401215 mov  edx, [ebp+this]
.text:00401218 mov  eax, [edx+tempPath]

.text:0040121B push eax ; IpBuffer

.text:0040121C push 10240 ; nBufferLen gth
.text:00401221 call GetTempPathwW

.text:00401227 mov  [ebp+length_of copied_buffer ], eax
.text:0040122A cmp  [ebp+length_of copied_buffer ], 10240
.text:00401231 ja  shortloc_401239

.text:00401233 cmp [ebp+length_of copied_buffer 1,0
.text:00401237 jnz  shortloc_40124B

.text:00401239

.text:00401239 loc_401239:

.text:00401239 push offset C_root ;"C:\"
.text:0040123E mov  ecx, [ebp+this]
.text:00401241 mov  edx, [ecx+tempPath]
.text:00401244 push edx ; IpStringl
.text:00401245 call IstrcpyW

2.2. Rutina para fijar el mutex

I
%
6

Set_Mutex proc near
var_4= dword ptr -4

push ebp

mov  ebp, esp

push ecx

mov  [ebp+var_4], ecx

push offset Name ;" PIMSRVY'
push 1 ; binitialOwner

push 0 ; IpMutexAttributes

call CreateMutexW

call GetLastError

sub eax, 0B7h




neg eax
sbb eax, eax

inc eax
mov  esp, ebp
pop ebp

retn

Set_Mutex endp

2.3. Rutina para modificar la configuracion de Wina  mp

3 ' 6
Mo [ebp+thic], ecx
mg [ebp+Ccsidl], TAR
mou [ebp+csidl2]), 1Ch
mgy [ebp+counter], o
jmp short luc=h02ﬁﬂs
L ]
BNl HE
counter>=§
|1
¥ ¥
E1IME BH L e
lea ecx, [ebp+FileHame] exit
push BLX > pszPath
push [} ; dwFlags
push [} > hToken
mimy edx, [ebprcounter]
mow eax, [ebpredx»y+csidl]
push BaK ; Ccsidl
push !} » huwnd
call SHGetFolderfathy
test Bax, eax
jl short loc 482754
5‘1
BN
push offset aWinampWinamp_i ; "\ \WinAnp\\winamp.ini"
lea ecx, [ebprFiledame]
push BN : 1pStringt
call Istrecath
lea edx, [ebprFileHame]
push e ; lpFiledame
push oFfset String T "wma
push oFfset KeyHame  “defext”
push oFfset AppMame ; “Winanp™
call WritePrivatefrofilestringh
test eax, eax
jz short luc=ﬂﬂz?51
# L
1 IMa|
1ea pax, [ebp+FileHame]
push Bax ; 1pFileMame
push affsel aMp2ZMpiRacVlb © “"HPZ WP AACULE"
push offset aExtlist aac ; "exblist aac”
push offset aNullsoftMpegDe | "Mullsott MPEG Decoder
call WritePrivateProfileString

v ¥
HNL HE

inc dword ptricounter]

1
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.text:004026EC mov  edx, [ebp+counter]
.text:004026F2 mov  eax, [ebp+edx*4+csidl]

) BJD
&*+ < C C9

.text:004026AF mov  [ebp+csidl], 1Ah
.text:004026B6 mov  [ebp+csidl2], 1Ch

! & -

CSIDL_APPDATA 0x001a // Application Data, new fo
CSIDL_LOCAL_APPDATA 0x001c // non roaming, user\Lo
Settings\Application Data

r NT4
cal

) 9l/>
"6

"C:\Documents and SettingsS\USERNAME\Application
Data\Winamp\winamp.ini" /l CSIDL_APPDATA
"C:\Documents and Settings\USERNAME\Local Settings\
Data\Winamp\winamp.ini" /I CSIDL_LOCAL_APPDAT

Application
A

9

%3=

EMF File

16FE
P winamp.ini - Notepad

File EdiE Format  View Help

HINAME: MTeppa/Line Input. Driver]
rip_veritas=1

. use_wveritas=1l

Winamp. [TMuT Tsoft MPEG Decoder]
GiFle daxtldist_aac=Mp2;MPL; AAT;VLE
o KB [winamp]

defext=wna

visplugin_name=vis_milkz.dl]
Twdsplugin_num=0
mw_open=1

L # $

¢ olf> # > $

796K' (; 796K' )
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2.4. Rutina para modificar el archivo de configurac  i6n de
Windows Media Player

) (% 3 )
6

HKCU\Software\Microsoft\MediaPlayer\Player\Extensions\.mp3

H 7 7! 0
)
9>
2-% # $
012+3 ) 9
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N
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# 3
7 12+3 , ;5
6
.text:004025B0 modify_ WMP_conf proc near
.text:004025B0
.text:004025B0 var_18 = dword ptr -18h
.text:004025B0 var_14 = dword ptr -14h
.text:004025B0 var_D = byte ptr -ODh
.text:004025B0 dwDisposition = dword ptr -OCh
.text:004025B0 hKey = dword ptr -8
.text:004025B0 Data = byte ptr -4
.text:004025B0

.text:004025B0 push ebp

.text:004025B1 mov  ebp, esp
.text:004025B3 sub  esp, 18h
.text:004025B6 mov  [ebp+var_14], ecx
.text:004025B9 mov  [ebp+hKey], O
.text:004025C0 mov  dword ptr [ebp+Data], O
.text:004025C7 mov  [ebp+var_D], O
.text:004025CB lea eax, [ebp+hKey]

.text:004025CE push eax ; phkResult
.text:004025CF push 2001Fh ; samDesired
.text:004025D4 push 0 ; ulOptions

.text:004025D6 push offset SubKey ;
"Software\\Microsoft\MediaPlayer\\Preferen"...
.text:004025DB push HKEY_CURRENT_USER ; hKey
.text:004025E0 call RegOpenKeyExW

.text:004025E6 test eax, eax

.text:004025E8 jnz  short loc_40260B

.text:004025EA push 4 ; cbData




.text:004025EC lea ecx, [ebp+Data]

.text:004025EF push ecx ; IpData
.text:004025F0 push 4 ; dwType
.text:004025F2 push 0 ; Reserved

.text:004025F4 push offset ValueName ;
"URLANndExitCommandsEnabled"
.text:004025F9 mov  edx, [ebp+hKey]
.text:004025FC push edx ; hKey
.text:004025FD call RegSetValueExwW

. < *
71243 , ;T4 )
12+3 "
)
!
)
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2.5. Rutina de busqueda e infeccion
) <
) 7 I'”23* 252167 +5" 852 3+
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.text:004019C0 Search_and_Infect proc near
.text:004019C0
.text:004019C0

.text:004019C0 push ebp
.text:004019C1 mov  ebp, esp
.text:004019C3 sub  esp, 250h
.text:004019C9 mov  [ebp+this], ecx
.text:004019CF mov  ecx, [ebp+this]
.text:004019D5 add ecx, 8
.text:004019D8 call sub_ 401290
.text:004019DD mov  [ebp+csidl], 35h
.text:004019E4 mov  [ebp+csidll], 37h
.text:004019EB mov  [ebp+csidl2], 0Dh
.text:004019F2 mov  [ebp+csidI3], 5
.text:004019F9 mov  [ebp+csidl4], 2Eh
.text:00401A00 mov  [ebp+csidI5], 1Ah
.text:00401A07 mov  [ebp+csidl6], 1Ch
.text:00401A0E mov  [ebp+csidl7], 6




.text:00401A15 mov  [ebp+csidl8], 10h
.text:00401A1C mov  [ebp+csidl9], 13h
.text:00401A23 mov  [ebp+csidl10], 3Bh
.text:00401A2A mov  [ebp+counter], O
.text:00401A34 jmp  shortloc_401A45
.text:00401A36 ; -
.text:00401A36

.text:00401A36 loc_401A36:

.text:00401A36 mov  eax, [ebp+counter]
.text:00401A3C add eax, 1
.text:00401A3F mov  [ebp+counter], eax
.text:00401A45

.text:00401A45 loc_401A45:
.text:00401A45 cmp  [ebp+counter], 44
.text:00401A4C jnb  short loc_401A84
.text:00401A4E lea ecx, [ebp+FileName]

.text:00401A54 push ecx ; pszPath

.text:00401A55 push 0 ; dwFlags

.text:00401A57 push O ; hToken

.text:00401A59 mov  edx, [ebp+counter]

.text:00401A5F mov  eax, [ebp+edx*4+csidl] ;CSID L_table
.text:00401A63 push eax ; csidl

.text:00401A64 push 0 ; hwnd

.text:00401A66 call SHGetFolderPathW
.text:00401A6C test eax, eax
.text:00401A6E jl  folder_path_not_available
.text:00401A70 lea ecx, [ebp+FileName]
.text:00401A76 push ecx ; Path
.text:00401A77 mov  ecx, [ebp+this]
.text:00401A7D call SearchVulnsFiles
.text:00401A82

.text:00401A82 folder_path_not_available:
.text:00401A82 jmp  shortloc_401A36
.text:00401A84 ;
.text:00401A84
.text:00401A84 loc_401A84:
.text:00401A84 mov  ecx, [ebp+this]
.text:00401A8A call sub_401C00
.text:00401A8F mov al, 1
.text:00401A91 mov  esp, ebp
.text:00401A93 pop ebp
.text:00401A94 retn

.text:00401A94 Search_and_Infect endp

% )
BJ@@ @@
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< # . 9 -$)
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.text:004019DD mov  [ebp+csidl], 35h ; CSIDL_COMMON_MUSIC
0x0035 /I All Users\My Music
.text:004019E4 mov  [ebp+csidll], 37h; CSIDL_COMMON_VIDEO
0x0037 /I All Users\My Video
.text:004019EB mov  [ebp+csidl2], ODh ; CSIDL_MYMUSIC
0x000d /I "My Music" folder
.text:004019F2 mov  [ebp+csidl3], 5 ;CSIDL PER SONAL




0x0005 // My Documents

.text:004019F9 mov  [ebp+csidl4], 2Eh ; CSIDL_COMMON_DOCUMENTS
0x002e /I All Users\Documents

.text:00401A00 mov  [ebp+csidl5], 1Ah ; CSIDL_APPDATA

0x001a /I <user name>\Application Data

.text:00401A07 mov  [ebp+csidl6], 1Ch ; CSIDL_LOCAL_APPDATA
0x001c /I <user name>\Local Settings\Applica iton Data (non
roaming)

.text:00401A0E mov  [ebp+csidl7], 6 ; CSIDL_FAVORITES

0x0006 /I <user name>\Favorites

.text:00401A15 mov  [ebp+csidl8], 10h ; CSIDL_DESKTOPDIRECTORY
0x0010 Il <user name>\Desktop

.text:00401A1C mov  [ebp+csidl9], 13h ; CSIDL_NETHOOD

0x0013 /I <user name>\nethood

.text:00401A23 mov  [ebp+csidl10], 3Bh ; CSIDL_CDBURN_AREA
0x003b /l USERPROFILE\Local Settings\Applica tion

Data\Microsoft\CD Burning

6

CSIDL_CDBURN_AREA 0x003b

/I USERPROFILE\Local Settings\Application Data\Micr 0soft\CD Burning
L3 = M 7 9>,
0>8&>.>
9> &> >
031 $ %) ) 6
96K> I K 1 K> K% %
> 6

fisi Shared Music
File Edit Wiew

Favorites  Tools  Help

@Back - @ T ,‘j’: :'—}; -;f‘}" x H‘) T

H!:!d_ress. iué CiDocuments and Settings) Al Usersi Documentsiiy Music

|’—.\

7 ! Search |, Folders:

Desktop.ini

!_’-J Iy Plavlists ';."J Sample Music 4o Corfiguration Settings /J Sample Plavlists
L ! 1" 1kB |

™ dolary_dolary.mp3 lo ™ Besthoven's Symphony Mo, 9
' Andrzej Korzyriski (Scherza) wma

s Ludwig wan Beethoven, comp, .,

% #
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I =B 56

.text:004013F9 mov  [ebp+this], ecx

.text:004013FF mov  eax, [ebp+RecursiveCounter]

.text:00401402 mov  ecx, [ebp+RecursiveCounter] ; default 0
.text:00401405 add ecx, 1

.text:00401408 mov  [ebp+RecursiveCounter], ecx

.text:0040140B cmp  eax, 30

.text:0040140E jle  short continue_searching

.text:00401410 xor al, al ; set return value to false
.text:00401412 jmp  endOfSearchFile

4 5 39-I- (8
( ( ( n &l ( n
7 $<;6

.text:004014E2 mov  ecx, [ebp+PathCopy2]
.text:004014E5 movzx edx, word ptr [ecx+eax*2-2]
.text:004014EA cmp  edx, '\

.text:004014ED jz  shortloc_4014FE

.text:004014EF push offset back_slash ; IpString 2
.text:004014F4 mov  eax, [ebp+PathCopy2]

.text:004014F7 push eax ; IpString1

.text:004014F8 call IstrcatW

.text:004014FE

.text:004014FE loc_4014FE:

.text:004014FE push offset asterix ; IpString2
.text:00401503 mov  ecx, [ebp+PathCopy2]
.text:00401506 push ecx ; IpString1
.text:00401507 call IstrcatW

.text:0040150D lea edx, [ebp+wfd]

.text:00401513 push edx ; IpFindFile Data
.text:00401514 mov  eax, [ebp+PathCopy?2]
.text:00401517 push eax ; IpFileName
.text:00401518 call FindFirstFileW
- L *
&*+ M!
I < & *+
L M %
& - #1 $
& - + *9 # $

La llustraciéon 6 muestra como el espécimen trata de infectar todas aquellas unidades de tipo:

DRIVE_FIXED: unidades fijas (e.j. discos duros y unidades flash.
DRIVE_REMOTE: unidades de red.

< 110 )
<




call GetLogicalDriveStringsy
test eax, eax
jz short loc_481CAB
g
EAN L
lea ecx, [ebp+Buffer]
mou [ebp+FPath], ecx
'z
BN
loc 4@1C3E:
mov edx, [ebp+Path]
push edx 5 1pRootPathName
call GetDriveTypel
mov [ebp+DriveType], eax
cmp [ebp+DriveType], DRIUE FIXED
jz short loc_ 481C63
S
BN hHE

DRIVE_REMOTE
|

BN
loc_ 481C63:
mov eax, [ebp+Path]
push eax ; Path
mov ecx, [ebp+uvar_ S58BC]
call SearchUulnFiles
* =y
BNu &HE
NextDrive
¥
HNL %=
isfAvailable

e

<
# $ B C BB CBB
I CBB 6

.text:00401585 mov  eax, [ebp+this]

.text:0040158B movzx ecx, [eax+malware_installed] ; on first
malware execution 0

.text:0040158F test ecx, ecx

.text:00401591 jnz  short malware_was_executed

.text:00401593 mov  edx, [ebp+this]

.text:00401599 mov  eax, [edx+countOfScanedEntit ies] ; default 0
.text:0040159C cdqg

.text:0040159D mov  ecx, 100

.text:004015A2 idiv  ecx

.text:004015A4 mov  eax, [ebp+this]

.text:004015AA mov____ecx, [eax+countOfScanedEntit ies]




.text:004015AD add ecx, 1

.text:004015B0 mov  eax, [ebp+this]

.text:004015B6 mov  [eax+countOfScanedEntities], ecx
.text:004015B9 test edx, edx

.text:004015BB jnz  short malware_was_executed

.text:004015BD mov  ecx, [ebp+CurrentPath]

.text:004015C3 push ecx ; IpData

.text:004015C4 mov  ecx, [ebp+this]

.text:004015CA call set prot_path ; setcurren t 'path’ to prot
value

.text:004015CF malware_was_executed:

* 6

HKEY_CURRENT_USER\SOFTWARE\Microsoft\PIMSRV\prot

&' Registry Editor
File Edit Wiew Faworites Help

=411 Microsaft i
© 0 @ ative Setup

: {3 activeMovie

17 Advanced INF Setup

Mg Type | pata
E’j(_[_)_gf_ﬂult) REG_5Z (walue not set)
prok | REG_SZ C:\Documents and Settingsiall Users\Documents| My Musich,

<$

6

.text:004015CF malware_was_executed:
.text:004015CF mov  edx, [ebp+this]
.text:004015D5 movzx eax, [edx+malware_installed]
.text:004015D9 test eax, eax

.text:004015DB jz  shortloc_401604
.text:004015DD mov  ecx, [ebp+CurrentPath]
.text:004015E3 push ecx ; IpString
.text:004015E4 mov  edx, [ebp+this]
.text:004015EA mov  eax, [edx+prot_data]
.text:004015ED push eax

.text:004015EE mov  ecx, [ebp+this]
.text:004015F4 call Cmp_Path_protData
.text:004015F9 movzx ecx, al
.text:004015FC test ecx, ecx

.text:004015FE jz  search_next_file

(8 (" )

cc



this=

push
nou
sub
moy
push
moy
push
nou
call
nouzx
test
jnz

P! 4 E# <$(

vulnerable= dword ptr -8

duord ptr -4

1pFilePath= dword ptr 8

ebp

ebp, esp

esp, B

[ebp+this], ecx

offset mpx_extensions_table ; extensions_tabl {.mp3|.mp2)
eax, [ebp+lpFilePath]

eax ; FilePath
ecx, [ebp+this]
CheckExtension

ecx, al

ecx, ecx

short loc_ 482282

(offset mpx_extensions_table+@Ch) ; extensions_tabl (.unma|.unu|.asf)

edx, [ebp+lpFilePath]
edx

; FilePath

ecx, [ebp+this]
CheckExtension

eax, al
eax, eax

short loc 482282

=)

v ¥
E N Ll EIN Ll
moy [ebp+vulnerable],
jmp short loc 482289 loc_482282:
moy [ebp+uulnerable], 1
|
v ¥

EIN L

loc_482289:

mov al, byte ptr [ebp+vulnerable]

mou esp, ebhp

pop ebp

retn L}

sub_402248 endp

Cc?



1 5 =
5 (% 3 9
* ( >% ,
.text:00401674 mov  edx, [ebp+CurrentPath]
.text:0040167A push edx ; VulFilePat h
.text:0040167B mov  ecx, [ebp+this]
.text:00401681 call TrylInfect
9
/
[ < 6
.text:00401CEF push offset PrefixString ; "NEW"
.text:00401CF4 mov  ecx, [ebp+this]
.text:00401CFA mov  edx, [ecx+28h]
.text:00401CFD push edx ; IpPathName
.text:00401CFE call GetTempFileNameW
) 0? ?) #
#$*51 @/$9 % $+5 3+&@/$! $
74y,
96K>091%)QCK K09 IQCK- K4)'C
(+ 3271 23*58+6 # $ 6
.text:00401DOF mov  eax, [ebp+VulFilePath]
.text:00401D12 push eax ; IpFileName
.text:00401D13 lea ecx, [ebp+var_5034]
.text:00401D19 call isReadOnly
! RO 6
"/)S --/01-)5 "/)S --/01-)S) >04 H
9 6
.text:00401D40 mov  byte ptr [ebp+var_4], 1
.text:00401D44 mov  [ebp+IpMode], 0
.text:00401D4B lea eax, [ebp+ipMode]
.text:00401D51 push eax
.text:00401D52 lea ecx, [ebp+TempFilePath]
.text:00401D58 push ecx
.text:00401D59 mov  edx, [ebp+VulFilePath]
.text:00401D5C push edx
.text:00401D5D mov  eax, [ebp+this]
.text:00401D63 mov  edx, [eax]
.text:00401D65 mov  ecx, [ebp+this]
.text:00401D6B call dword ptr [edx] ; Main_injec tion_routine
- <
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.text:00402F41

jmp  short loc_402F4C

3 90%
" " ) 90%
1"6
.text:00402EC4 push 0 ;int
.text:00402EC6 lea eax, [ebp+lpVar]
.text:00402EC9 push eax ;int
.text:00402ECA lea ecx, [ebp+ppEditor]
.text:00402ECD push ecx ; ppEditor
.text:00402ECE mov  edx, [ebp+VulnFilePath]
.text:00402ED1 push edx ; [pPath
.text:00402ED2 call Getlnterface
> * 6
.text:00402F07 mov  [ebp+var_48], 0
.text:00402F0E mov  [ebp+var_44], 0
.text:00402F15 mov  [ebp+countOfScripts], O
.text:00402F1B lea edx, [ebp+countOfScripts]
.text:00402F1E push edx
.text:00402F1F mov  eax, [ebp+lpVar]
.text:00402F22 push eax
.text:00402F23 mov  ecx, [ebp+lpVar]
.text:00402F26 mov  edx, [ecx]
.text:00402F28 call dword ptr [edx+2Ch] ;
IWMHeaderInfo::GetScriptCount
.text:00402F2B mov  [ebp+var_106C], eax
.text:00402F31 mov  eax, [ebp+var_106C]
.text:00402F37 mov  [ebp+var_34], eax
.text:00402F3A mov  [ebp+counter], 0

CE




.text:00402F43 ;

.text:00402F43

.text:00402F43 loc_402F43:

.text:00402F43 mov  ecx, [ebp+counter]
.text:00402F46 add ecx, 1

.text:00402F49 mov  [ebp+counter], ecx
.text:00402F4C

.text:00402F4C loc_402F4C:

.text:00402F4C movzx edx, [ebp+countOfScripts]
.text:00402F50 cmp  [ebp+counter], edx
.text:00402F53 jge  no_more_scripts_available

)

.text:00402F59 mov  [ebp+pcchTypelLen], 1024
.text:00402F62 mov  [ebp+pcchCommandLen], 1024
.text:00402F6B lea eax, [ebp+pcnsScriptTime]
.text:00402F6E push eax

.text:00402F6F lea ecx, [ebp+pcchCommandLen]
.text:00402F75 push ecx

.text:00402F76 lea edx, [ebp+pwszCommand]
.text:00402F7C push edx

.text:00402F7D lea eax, [ebp+pcchTypelen]
.text:00402F83 push eax

.text:00402F84 lea ecx, [ebp+pwszType]
.text:00402F8A push ecx

.text:00402F8B mov  dx, word ptr [ebp+counter] ; windex
.text:00402F8F push edx

.text:00402F90 mov  eax, [ebp+ipVar]
.text:00402F93 push eax

.text:00402F94 mov  ecx, [ebp+ipVar]
.text:00402F97 mov  edx, [ecx]

.text:00402F99 call dword ptr [edx+30h];IWMHeade rinfo::GetScript
.text:00402F9C mov  [ebp+var_1070], eax
.text:00402FA2 mov  eax, [ebp+var_1070]
.text:00402FA8 mov  [ebp+HRESULT], eax
.text:00402FAB cmp [ebp+HRESULT], S_OK
.text:00402FAF jge  short successfull_readed
.text:00402FB1 mov  [ebp+var_105F], 0
.text:00402FB8 push offset dword 40E568
.text:00402FBD lea ecx, [ebp+var_105F]
.text:00402FC3 push ecx

.text:00402FC4 call _CxxThrowException(x,x)
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.text:00401DB6 push REPLACE_EXISTING_COPY_ALLOWE D ; dwFlags
.text:00401DB8 mov  ecx, [ebp+VulFilePath]
.text:00401DBB push ecx ; IpNewFileN ame
.text:00401DB lea edx, [ebp+TempFilePath]
.text:00401DC2 push edx ; IpExisting FileName
.text:00401DC3 call MoveFileExW




3. Probando el archivo infectado
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4. Conclusion

339




