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11..  IInnttrroodduucccc iióónn  
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AntiVir   Worm/GetCodec.A 
Avast   Win32:Trojan-gen {Other} 
AVG   Downloader.Generic7.YJK 
BitDefender  Trojan.Downloader.GetCodec.B 
QuickHeal  Worm.GetCodec.a 
eSafe   Suspicious File 
F-Secure  Worm.Win32.GetCodec.a 
Fortinet   PossibleThreat 
GData   Worm.Win32.GetCodec.a 
Ikarus   Worm.Win32.GetCodec.a 
Kaspersky  Worm.Win32.GetCodec.a 
McAfee   W32/GetCodec.a 
NOD32v2  Win32/TrojanDownloader.Small.OCY 
Panda   Suspicious file 
Prevx1   Cloaked Malware 
Sophos   W32/GetCodec-A 
Sunbelt   Worm.Win32.GetCodec.a 
Symantec  Trojan.Brisv.A 
TheHacker  W32/GetCodec.a 
TrendMicro  PAK_Generic.001 
VBA32   Worm.Win32.GetCodec.a 
VirusBuster  Worm.GetCodec.A 
Webwasher  Win32.Trojan.ASF.Hijacker.A 

3������ ������ ������� ������ ��� ��
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22..  AAnnááll iiss iiss  ddee  llaa  mmuueessttrraa  

)����������������

���
����
����������������������� �����
��������
�<��������
��	
������
�
�� ����
��� �
� ���

����� ��� .��
�-���
� ���������� �
 � ���	�
��� �
���� ���� �������������
����
������
�������������6�

%>?6� @���?=A��@���B�A���C��D�B�B�B?�@�
!2 C6�=��B??���CB?�A��@�=A@�D�CE=F������D��A�C�

��� 	
������ ����� �	���
������ ���� 
������
�� ���� ��� ������� ������� �� �
�
����	���
������ ����
�� �
�� �
�� �������� 
������ 9GG� �� ��	��
���� ���� %���������
.��
�
�!�
������

)��*	��
��
���������
��
�������������
6�

�

�������	
���
������
�����
�	
�����������������

)
��������	�
������	��*��	
��������������������
��� ����
���6�

countOfScanedEntities  10h 0  
malware_installed   14h 1 (first malware execution 0) 
countOFscanedFiles  18h 0  
countOFinfectedFiles   1Ch 0 
hundretOfScanedFiles     20h 0 
prot_data    24h addr 
tempFilePath         28h addr (TempPath) 
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thread_priority   2Ch 0 
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·  Initialization_and_BasicCheck (Inicialización y comprobación básica)   

·  Set_Mutex (Fijar mutex) 

·  Modify_Winamp_Conf (Modificar Configuración de Winamp) 

·  Modify_WMP_Conf (Modificar Configuración WMP)     

·  Search_and_Infection_Mechanism (Mecanismo de búsqueda e infección) 

Los siguientes epígrafes tratarán de explicar el propósito y funcionamiento de cada una de 
estas rutinas con el fin de comprender que pasos se siguen para infectar la máquina víctima. 

2.1. Rutina de inicialización y comprobación básica  

)
���������
���������
�����������������
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������
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���������������6�

HKEY_CURRENT_USER\SOFTWARE\Microsoft\PIMSRV 
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.text:004011E9 call    isMalwareInstalled 

.text:004011EE movzx   ecx, al 

.text:004011F1 test    ecx, ecx 

.text:004011F3 jnz     short malware_was_executed 

.text:004011F5 mov     edx, [ebp+this] 

.text:004011F8 mov     [edx+malware_installed], 0 ;  set_to_false  

-���� ����� �
� �������� �������� ������
�<��� 
�� ������
 �� ���
��� � 
������ 
��  3/� ���
'����(��7  ��!���
���" ;������������

���
���
�������������7 �#$$ ;��

.text:004011FC push    5000h           ; dwBytes 

.text:00401201 call    operator new(uint) 

.text:00401206 add     esp, 4 

.text:00401209 mov     [ebp+aloc_heap2], eax 

.text:0040120C mov     eax, [ebp+this] 

.text:0040120F mov     ecx, [ebp+aloc_heap2] 

.text:00401212 mov     [eax+tempPath], ecx 

.text:00401215 mov     edx, [ebp+this] 

.text:00401218 mov     eax, [edx+tempPath] 

.text:0040121B push    eax             ; lpBuffer 

.text:0040121C push    10240           ; nBufferLen gth 

.text:00401221 call    GetTempPathW 

.text:00401227 mov     [ebp+length_of_copied_buffer ], eax 

.text:0040122A cmp     [ebp+length_of_copied_buffer ], 10240 

.text:00401231 ja      short loc_401239 

.text:00401233 cmp     [ebp+length_of_copied_buffer ], 0 

.text:00401237 jnz     short loc_40124B 

.text:00401239  

.text:00401239  loc_401239:             

.text:00401239 push    offset C_root   ; "C:\\" 

.text:0040123E mov     ecx, [ebp+this] 

.text:00401241 mov     edx, [ecx+tempPath] 

.text:00401244 push    edx             ; lpString1 

.text:00401245 call    lstrcpyW 

2.2. Rutina para fijar el mutex 
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Set_Mutex proc near 
 
var_4= dword ptr -4 
 
push    ebp 
mov     ebp, esp 
push    ecx 
mov     [ebp+var_4], ecx 
push    offset Name     ; " PIMSRV1" 
push    1               ; bInitialOwner 
push    0               ; lpMutexAttributes 
call    CreateMutexW 
call    GetLastError 
sub     eax, 0B7h 
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neg     eax 
sbb     eax, eax 
inc     eax 
mov     esp, ebp 
pop     ebp 
retn 
Set_Mutex endp 

2.3. Rutina para modificar la configuración de Wina mp 
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.text:004026EC mov     edx, [ebp+counter] 

.text:004026F2 mov     eax, [ebp+edx*4+csidl] 

)���� ��������� ������� ��
����� ��� �
� ������ BJD�� ���� � ��	����� ���� �
�	������ ���
�&�*+����,�� ����������
�<�����C ����C9���

.text:004026AF mov     [ebp+csidl], 1Ah 

.text:004026B6 mov     [ebp+csidl2], 1Ch 

!�����
��������������������������������
�������� &�-������� 6�

CSIDL_APPDATA   0x001a  // Application Data, new fo r NT4 
CSIDL_LOCAL_APPDATA 0x001c  // non roaming, user\Lo cal 
Settings\Application Data 

)����� ��
�����9!/>�� 
�� ���	����� �
� �������� �������� 
�� �
��� ������ ���� ��������� ���
������
����������'���	�6�

"C:\Documents and Settings\USERNAME\Application 
Data\Winamp\winamp.ini"        // CSIDL_APPDATA 
"C:\Documents and Settings\USERNAME\Local Settings\ Application 
Data\Winamp\winamp.ini"       // CSIDL_LOCAL_APPDAT A 
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2.4. Rutina para modificar el archivo de configurac ión de 
Windows Media Player 
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HKCU\Software\Microsoft\MediaPlayer\Player\Extensions\.mp3 
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���7 
���������� ;���7 ./ ;��!�����������
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.text:004025B0 modify_WMP_conf proc near    

.text:004025B0 

.text:004025B0 var_18          = dword ptr -18h 

.text:004025B0 var_14          = dword ptr -14h 

.text:004025B0 var_D           = byte ptr -0Dh 

.text:004025B0 dwDisposition   = dword ptr -0Ch 

.text:004025B0 hKey            = dword ptr -8 

.text:004025B0 Data            = byte ptr -4 

.text:004025B0 

.text:004025B0 push    ebp 

.text:004025B1 mov     ebp, esp 

.text:004025B3 sub     esp, 18h 

.text:004025B6 mov     [ebp+var_14], ecx 

.text:004025B9 mov     [ebp+hKey], 0 

.text:004025C0 mov     dword ptr [ebp+Data], 0 

.text:004025C7 mov     [ebp+var_D], 0 

.text:004025CB lea     eax, [ebp+hKey] 

.text:004025CE push    eax             ; phkResult 

.text:004025CF push    2001Fh          ; samDesired  

.text:004025D4 push    0               ; ulOptions 

.text:004025D6 push    offset SubKey   ; 
"Software\\Microsoft\\MediaPlayer\\Preferen"... 
.text:004025DB push    HKEY_CURRENT_USER ; hKey 
.text:004025E0 call    RegOpenKeyExW 
.text:004025E6 test    eax, eax 
.text:004025E8 jnz     short loc_40260B 
.text:004025EA push    4               ; cbData 
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.text:004025EC lea     ecx, [ebp+Data] 

.text:004025EF push    ecx             ; lpData 

.text:004025F0 push    4               ; dwType 

.text:004025F2 push    0               ; Reserved 

.text:004025F4 push    offset ValueName ; 
"URLAndExitCommandsEnabled" 
.text:004025F9 mov     edx, [ebp+hKey] 
.text:004025FC push    edx             ; hKey 
.text:004025FD call    RegSetValueExW 
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2.5. Rutina de búsqueda e infección 
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.text:004019C0 Search_and_Infect proc near              

.text:004019C0                   

.text:004019C0                  

.text:004019C0 push    ebp 

.text:004019C1 mov     ebp, esp 

.text:004019C3 sub     esp, 250h 

.text:004019C9 mov     [ebp+this], ecx 

.text:004019CF mov     ecx, [ebp+this] 

.text:004019D5 add     ecx, 8 

.text:004019D8 call    sub_401290 

.text:004019DD mov     [ebp+csidl], 35h 

.text:004019E4 mov     [ebp+csidl1], 37h 

.text:004019EB mov     [ebp+csidl2], 0Dh 

.text:004019F2 mov     [ebp+csidl3], 5 

.text:004019F9 mov     [ebp+csidl4], 2Eh 

.text:00401A00 mov     [ebp+csidl5], 1Ah 

.text:00401A07 mov     [ebp+csidl6], 1Ch 

.text:00401A0E mov     [ebp+csidl7], 6 
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.text:00401A15 mov     [ebp+csidl8], 10h 

.text:00401A1C mov     [ebp+csidl9], 13h 

.text:00401A23 mov     [ebp+csidl10], 3Bh 

.text:00401A2A mov     [ebp+counter], 0 

.text:00401A34 jmp     short loc_401A45 

.text:00401A36 ; ---------------------------------- - 

.text:00401A36 

.text:00401A36 loc_401A36:                              

.text:00401A36 mov     eax, [ebp+counter] 

.text:00401A3C add     eax, 1 

.text:00401A3F mov     [ebp+counter], eax 

.text:00401A45 

.text:00401A45 loc_401A45:    

.text:00401A45 cmp     [ebp+counter], 44 

.text:00401A4C jnb     short loc_401A84 

.text:00401A4E lea     ecx, [ebp+FileName] 

.text:00401A54 push    ecx             ; pszPath 

.text:00401A55 push    0               ; dwFlags 

.text:00401A57 push    0               ; hToken 

.text:00401A59 mov     edx, [ebp+counter] 

.text:00401A5F mov     eax, [ebp+edx*4+csidl] ;CSID L_table 

.text:00401A63 push    eax             ; csidl 

.text:00401A64 push    0               ; hwnd 

.text:00401A66 call    SHGetFolderPathW 

.text:00401A6C test    eax, eax 

.text:00401A6E jl      folder_path_not_available 

.text:00401A70 lea     ecx, [ebp+FileName] 

.text:00401A76 push    ecx             ; Path 

.text:00401A77 mov     ecx, [ebp+this] 

.text:00401A7D call    SearchVulnsFiles 

.text:00401A82 

.text:00401A82 folder_path_not_available:                             

.text:00401A82 jmp     short loc_401A36 

.text:00401A84  ; ---------------------------------  

.text:00401A84 

.text:00401A84 loc_401A84:      

.text:00401A84 mov     ecx, [ebp+this] 

.text:00401A8A call    sub_401C00 

.text:00401A8F mov     al, 1 

.text:00401A91 mov     esp, ebp 

.text:00401A93 pop     ebp 

.text:00401A94 retn 

.text:00401A94 Search_and_Infect endp 
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.text:004019DD mov     [ebp+csidl], 35h  ; CSIDL_COMMON_MUSIC              
0x0035        // All Users\My Music 
.text:004019E4 mov     [ebp+csidl1], 37h ; CSIDL_COMMON_VIDEO              
0x0037        // All Users\My Video 
.text:004019EB mov     [ebp+csidl2], 0Dh ; CSIDL_MYMUSIC                   
0x000d        // "My Music" folder 
.text:004019F2 mov     [ebp+csidl3], 5   ;CSIDL_PER SONAL                  
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0x0005        // My Documents 
.text:004019F9 mov     [ebp+csidl4], 2Eh  ;  CSIDL_COMMON_DOCUMENTS          
0x002e        // All Users\Documents 
.text:00401A00 mov     [ebp+csidl5], 1Ah ; CSIDL_APPDATA                   
0x001a        // <user name>\Application Data 
.text:00401A07 mov     [ebp+csidl6], 1Ch ; CSIDL_LOCAL_APPDATA             
0x001c        // <user name>\Local Settings\Applica iton Data (non 
roaming) 
.text:00401A0E mov     [ebp+csidl7], 6   ; CSIDL_FAVORITES                 
0x0006        // <user name>\Favorites 
.text:00401A15 mov     [ebp+csidl8], 10h ; CSIDL_DESKTOPDIRECTORY          
0x0010        // <user name>\Desktop 
.text:00401A1C mov     [ebp+csidl9], 13h ; CSIDL_NETHOOD                   
0x0013        // <user name>\nethood 
.text:00401A23 mov     [ebp+csidl10], 3Bh ; CSIDL_CDBURN_AREA               
0x003b        // USERPROFILE\Local Settings\Applica tion 
Data\Microsoft\CD Burning 
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CSIDL_CDBURN_AREA  0x003b  

// USERPROFILE\Local Settings\Application Data\Micr osoft\CD Burning 
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.text:004013F9 mov     [ebp+this], ecx 

.text:004013FF mov     eax, [ebp+RecursiveCounter] 

.text:00401402 mov     ecx, [ebp+RecursiveCounter] ; default 0 

.text:00401405 add     ecx, 1 

.text:00401408 mov     [ebp+RecursiveCounter], ecx 

.text:0040140B cmp     eax, 30 

.text:0040140E jle     short continue_searching 

.text:00401410 xor     al, al          ; set return  value to false 

.text:00401412 jmp     endOfSearchFile 
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.text:004014E2 mov     ecx, [ebp+PathCopy2] 

.text:004014E5 movzx   edx, word ptr [ecx+eax*2-2] 

.text:004014EA cmp     edx, '\' 

.text:004014ED jz      short loc_4014FE 

.text:004014EF push    offset back_slash ; lpString 2 

.text:004014F4 mov     eax, [ebp+PathCopy2] 

.text:004014F7 push    eax             ; lpString1 

.text:004014F8 call    lstrcatW 

.text:004014FE 

.text:004014FE loc_4014FE:               

.text:004014FE push    offset asterix  ; lpString2 

.text:00401503 mov     ecx, [ebp+PathCopy2] 

.text:00401506 push    ecx             ; lpString1 

.text:00401507 call    lstrcatW 

.text:0040150D lea     edx, [ebp+wfd] 

.text:00401513 push    edx             ; lpFindFile Data 

.text:00401514 mov     eax, [ebp+PathCopy2] 

.text:00401517 push    eax             ; lpFileName  

.text:00401518 call    FindFirstFileW 
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La Ilustración 6 muestra como el espécimen trata de infectar todas aquellas unidades de tipo: 

·  DRIVE_FIXED: unidades fijas (e.j. discos duros y unidades flash. 

·  DRIVE_REMOTE: unidades de red. 
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.text:00401585 mov     eax, [ebp+this] 

.text:0040158B movzx   ecx, [eax+malware_installed]  ; on first 
malware execution 0 
.text:0040158F test    ecx, ecx 
.text:00401591 jnz     short malware_was_executed 
.text:00401593 mov     edx, [ebp+this] 
.text:00401599 mov     eax, [edx+countOfScanedEntit ies] ; default 0 
.text:0040159C cdq 
.text:0040159D mov     ecx, 100 
.text:004015A2 idiv    ecx 
.text:004015A4 mov     eax, [ebp+this] 
.text:004015AA mov     ecx, [eax+countOfScanedEntit ies] 
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.text:004015AD add     ecx, 1 

.text:004015B0 mov     eax, [ebp+this] 

.text:004015B6 mov     [eax+countOfScanedEntities],  ecx 

.text:004015B9 test    edx, edx 

.text:004015BB jnz     short malware_was_executed 

.text:004015BD mov     ecx, [ebp+CurrentPath] 

.text:004015C3 push    ecx             ; lpData 

.text:004015C4 mov     ecx, [ebp+this] 

.text:004015CA call    set_prot_path   ; set curren t 'path' to prot 
value 
.text:004015CF malware_was_executed: 
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HKEY_CURRENT_USER\SOFTWARE\Microsoft\PIMSRV\prot 
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.text:004015CF malware_was_executed: 

.text:004015CF mov     edx, [ebp+this] 

.text:004015D5 movzx   eax, [edx+malware_installed]  

.text:004015D9 test    eax, eax 

.text:004015DB jz      short loc_401604 

.text:004015DD mov     ecx, [ebp+CurrentPath] 

.text:004015E3 push    ecx             ; lpString 

.text:004015E4 mov     edx, [ebp+this] 

.text:004015EA mov     eax, [edx+prot_data] 

.text:004015ED push    eax 

.text:004015EE mov     ecx, [ebp+this] 

.text:004015F4 call    Cmp_Path_protData 

.text:004015F9 movzx   ecx, al 

.text:004015FC test    ecx, ecx 

.text:004015FE jz      search_next_file 
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.text:00401674 mov     edx, [ebp+CurrentPath] 

.text:0040167A push    edx             ; VulFilePat h 

.text:0040167B mov     ecx, [ebp+this] 

.text:00401681 call    TryInfect 
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.text:00401CEF push    offset PrefixString ; "NEW" 

.text:00401CF4 mov     ecx, [ebp+this] 

.text:00401CFA mov     edx, [ecx+28h] 

.text:00401CFD push    edx             ; lpPathName  

.text:00401CFE call    GetTempFileNameW 
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.text:00401D0F mov     eax, [ebp+VulFilePath] 

.text:00401D12 push    eax             ; lpFileName  

.text:00401D13 lea     ecx, [ebp+var_5034] 

.text:00401D19 call    isReadOnly 
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.text:00401D40 mov     byte ptr [ebp+var_4], 1 

.text:00401D44 mov     [ebp+lpMode], 0 

.text:00401D4B lea     eax, [ebp+lpMode] 

.text:00401D51 push    eax 

.text:00401D52 lea     ecx, [ebp+TempFilePath] 

.text:00401D58 push    ecx 

.text:00401D59 mov     edx, [ebp+VulFilePath] 

.text:00401D5C push    edx 

.text:00401D5D mov     eax, [ebp+this] 

.text:00401D63 mov     edx, [eax] 

.text:00401D65 mov     ecx, [ebp+this] 

.text:00401D6B call    dword ptr [edx] ; Main_injec tion_routine 
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.text:00402EC4 push    0               ; int 

.text:00402EC6 lea     eax, [ebp+lpVar] 

.text:00402EC9 push    eax             ; int 

.text:00402ECA lea     ecx, [ebp+ppEditor] 

.text:00402ECD push    ecx             ; ppEditor 

.text:00402ECE mov     edx, [ebp+VulnFilePath] 

.text:00402ED1 push    edx             ; lpPath 

.text:00402ED2 call    GetInterface 
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.text:00402F07 mov     [ebp+var_48], 0 

.text:00402F0E mov     [ebp+var_44], 0 

.text:00402F15 mov     [ebp+countOfScripts], 0 

.text:00402F1B lea     edx, [ebp+countOfScripts] 

.text:00402F1E push    edx 

.text:00402F1F mov     eax, [ebp+lpVar] 

.text:00402F22 push    eax 

.text:00402F23 mov     ecx, [ebp+lpVar] 

.text:00402F26 mov     edx, [ecx] 

.text:00402F28 call    dword ptr [edx+2Ch] ; 
IWMHeaderInfo::GetScriptCount 
.text:00402F2B mov     [ebp+var_106C], eax 
.text:00402F31 mov     eax, [ebp+var_106C] 
.text:00402F37 mov     [ebp+var_34], eax 
.text:00402F3A mov     [ebp+counter], 0 
.text:00402F41 jmp     short loc_402F4C 
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.text:00402F43 ; ---------------------------------- ------------------ 

.text:00402F43 

.text:00402F43 loc_402F43:     

.text:00402F43 mov     ecx, [ebp+counter] 

.text:00402F46 add     ecx, 1 

.text:00402F49 mov     [ebp+counter], ecx 

.text:00402F4C 

.text:00402F4C loc_402F4C:          

.text:00402F4C movzx   edx, [ebp+countOfScripts] 

.text:00402F50 cmp     [ebp+counter], edx 

.text:00402F53 jge     no_more_scripts_available 
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.text:00402F59 mov     [ebp+pcchTypeLen], 1024 

.text:00402F62 mov     [ebp+pcchCommandLen], 1024 

.text:00402F6B lea     eax, [ebp+pcnsScriptTime] 

.text:00402F6E push    eax 

.text:00402F6F lea     ecx, [ebp+pcchCommandLen] 

.text:00402F75 push    ecx 

.text:00402F76 lea     edx, [ebp+pwszCommand] 

.text:00402F7C push    edx 

.text:00402F7D lea     eax, [ebp+pcchTypeLen] 

.text:00402F83 push    eax 

.text:00402F84 lea     ecx, [ebp+pwszType] 

.text:00402F8A push    ecx 

.text:00402F8B mov     dx, word ptr [ebp+counter] ;  wIndex 

.text:00402F8F push    edx 

.text:00402F90 mov     eax, [ebp+lpVar] 

.text:00402F93 push    eax 

.text:00402F94 mov     ecx, [ebp+lpVar] 

.text:00402F97 mov     edx, [ecx] 

.text:00402F99 call    dword ptr [edx+30h];IWMHeade rInfo::GetScript 

.text:00402F9C mov     [ebp+var_1070], eax 

.text:00402FA2 mov     eax, [ebp+var_1070] 

.text:00402FA8 mov     [ebp+HRESULT], eax 

.text:00402FAB cmp     [ebp+HRESULT], S_OK 

.text:00402FAF jge     short successfull_readed 

.text:00402FB1 mov     [ebp+var_105F], 0 

.text:00402FB8 push    offset dword_40E568 

.text:00402FBD lea     ecx, [ebp+var_105F] 

.text:00402FC3 push    ecx 

.text:00402FC4 call    _CxxThrowException(x,x) 
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.text:00401DB6 push    REPLACE_EXISTING_COPY_ALLOWE D ; dwFlags 

.text:00401DB8 mov     ecx, [ebp+VulFilePath] 

.text:00401DBB push    ecx             ; lpNewFileN ame 

.text:00401DB lea     edx, [ebp+TempFilePath] 

.text:00401DC2 push    edx             ; lpExisting FileName 

.text:00401DC3 call    MoveFileExW 
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